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AHHOTALIUS

B nanHoM nporpaMMHOM JOKyMEHTE MPUBEACHO PYKOBOJICTBO OIepaTopa 1o
npuMmenenuto u akcmryatanud  RU.BPYA.00065-01 Cucrema ynpaBieHUs
MoOuibHbIMU ycTpoiicTBaMu «OKO» (nanee no tekcty - CY).

Hacrosiiiee pykoBOJACTBO omeparopa (Janee Mo TEKCTy - PYyKOBOJCTBO)
COCTOUT U3 CJIEAYIOIIUX Pa3/AeIiOB:

- HazHayeHue U yciaoBus npumeHeHus CY;

- CHCTEMHbIE TpeOOBaHNUS;

- Ipoleaypa yCTaHOBKU cepBepHoi yactu CVY;

- nepBoHavanbHas HacTporka CY;

- ycraHoBka arenta CY Ha MOOUJIBHOE YCTPOMCTBO;

- HOOIIOJIHHUTCIIBHBIC OIICPAallnHU.
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1. HABHAYEHME U YCJIOBUA IPUMEHEHUSA

1.1. Ha3znauenme

1.1.1.CY  npengnazHadyeHa JyIsi  OOecCIleUeHUs]  I[EHTPaIM30BaHHOTO
yIPaBJICHHS, MOHUTOPUHTA ¥ KOHPUTYPUPOBAHUS MOOVITBHBIX YCTPOUCTB JTUHEHKN
«OKO» Ha 06a3e onepanronHo# cucreMbl Android (fanee mo TeKCTy - MOOMIIbHBIE
yctpoictBa). CY npenHasHaueHa JJIsl pa3BEPTHIBAHUS B KOPIIOPATHUBHBIX CETSIX, B
TOM YHCJIE B 3aKPBITHIX CETAX 0€3 1ocTyna kK cetu MIHTepHer.

1.2. ®yHkuum

1.2.1. OcHoBubie pynkunu CY:

- I[EHTPAJIN30BAHHOE YMPABJICHUE MAPKOM MOOMWIBHBIX YCTPONCTB 4Yepe3
BeO-MaHeb aJIMUHUCTPATOPA;

- yJaJeHHas YCTaHOBKA, OOHOBJIEHWE M YJaJ€HUE NPWIOKEHUN 0e3
MOATBEPKICHUS TOJIb30BATENS;

- yImpaBjieHHE KOH(PUTYpalusiMd MOOWIBHBIX YCTPOUCTB (mpoduiisamu
Wi-Fi, orpaHi4eHUsIMU, TOJTUTUKON 0€30MaCHOCTH );

- MOHHUTOPHMHI COCTOSIHUSI MOOMJIBHBIX YCTPOMCTB (3apsi aKKyMYJISTOPHOM
OaTtapeu, HAJTMYKE B CETH, KYpPHAIIbI);

- ynaneHHole komaHnwl: «llepesarpyska», «bmokupoBka», «COpoc K
3aBOJICKMM HACTpOHKaM»;

- ympasienue annaparibiMu QyHkiusamu: Wi-Fi, Bluetooth, GPS, spkocTs,
I'POMKOCTB;

- JI0CTaBKYy push-yBemomiieHHI1 1 COOOIIEHUI e IKepa;

- noxauepxkky pexumMoB «COBO» u «COSUy;

- mHorodakropuyto ayrentuduxaiuto (TOTP/MFA) nns Be6-nanenw;

- MYJBTUTEHAHTHBIM pexum (multi-tenant) ¢ pasrpaHuYeHUEM JTaHHBIX
OpraHU3aInN;

- pa3BepThiBaHME areHTa ¢ nomombio QR-koma (Android 7.0 u BeIme).

W3m.| Jlucr | No mokym. Iloan. | Jara
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1.3. CocraB uHQPACTPYKTYPHI AJI YCTAHOBKH U IKCILTyaTAllUU

1.3.1. JIns ycTaHOBKM M dKCIuTyaTanuu cepepHoil yactu CY JOJIKHBI ObITH
oOecredeHbl CIeAyIONUe MapaMeTphl:

- cepBep WIM BHUpTyalbHas wmammHa 1oj yrpasieHueM OC Linux
(Debian 11/12 unu Ubuntu 20/22/24);

- CETEBOE MOJKIIYEHUE: JOCTYIHOCTh cepBepa mno IP-ampecy wmm
DNS-umenu ¢ ynpasisieMbIX MOOMIIBHBIX YCTPOUCTB;

- pabGouast cTaHIMs agMHUHHCTpaTopa ¢ Opay3epoM 1is JocTyma K
BeO-nanenu (Google Chrome, Mozilla Firefox);

- kabenb ¢ USB Type-C mis nepBoHavyasibHOM ycTaHoBKU areHta CY Ha
MOOMJIBHOE YCTPOMCTBO (ITPU HEOOXOUMOCTH).

1.3.2. lns ycraHoBku U HIKciyatanuu areHta CY Ha MOOUIIBHBIC
YCTPOMCTBA JOJIKHBI OBITH O0ECIICUEHBI CIEAYIOLIUE TapaMeTPhI:

- MoOuIIbHOE ycTpoicTBO moj ynpasieHueM Android Bepcun 7.0 u BbIle
(nns pexxuma «Device Ownery);

- APK-¢aiin arenta CY, 10CTynHBIN B B€O-NaHENH WM MPEIOCTABICHHBIN

00O «bautapr».

I[Ipumeuanue - [{na ycraHoBku arenta CY uepe3 QR-koj, nomkeH ObITh obecrieueH

JIOCTYIT MOOMJIBHOTO YCTPOMCTBA MO CETH K CEPBEPY C pacroyiokeHHbIM areHToM CVY.

W3m.| Jlucr | No mokym. Iloan. | Jara
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2. CUCTEMHBIE TPEBOBAHUA

AnmnaparHsbie Tpe0OBaHUS K CepBepy

2.1.1. Betbop koHburypanmuu cepBepa 3aBHUCUT OT MPEANOIaraeMoro

KOJIMYCCTBA YIIPABJIICMbBIX MOOMIIBHBIX YCTPOﬁCTB. PCKOMCHI[yeMI)Ie allIrapaTHbIC

KOH(UTYpaluu MpuBeACHbI B Ta0uIe 2.1.

Tabnuua 2.1 - PekoMeH1yemble amnmnapaTHbie KoHpurypaimu cepsepa CY

KomnuyectBo O0Bem onepaTUBHOTO
KonuuectBo siaep O0BEM HAKOIIUTEILS
MOOMIBLHBIX 3aIIOMHHAIOILIETO DOLECCODA. 1LIT udpopmaran (SSD), I'B
YCTPOWCTB, IIT. ycTporctsa, I'b pott pa, It p ’
1 Otr1 10200 4 2 50
2 Ot 200 go 1000 8 2 50
3 Ot 1000 mo 5000 16 4 200
4 Ot 5000 10 20000 32 6 200
(oTnenbHbII cepBep 0a3bl JaHHBIX)

2.1.2. MuHuUMaJIbHEIE

anmnapaTtHble TpeOOBaHUS K CEpPBEPY JOJIKHBI

COOTBETCTBOBATH CTPOKE | TaOiauIbl 2.1 HACTOSIIETO pyKOBOJCTBA.

2.2

IIporpamMmMHubie TpeOOBaHMS

2.2.1. llopnep:kuBaeMbIe OIEPALMOHHBIE CHCTEMBI CEPBEPA:

- Debian 11 (Bullseye) - pekomenyercs;

- Debian 12

(Bookworm);

- Ubuntu 20.04 LTS;
- Ubuntu 22.04 LTS;

- Ubuntu 24.04 LTS (TpeOyeTcst 10oN0JHUTEIbHAS HACTPOHKA PENO3UTOPUER

st Tomceat 9).

2.2.2. ITporpaMMHbI€ KOMIIOHEHTBI, YCTaHABJIMBA€MbI€ aBTOMATHYECKH B

COCTaBC IMaKCTa:

- Apache Tomcat 9 - cepBep npuIOKEHUN;

- PostgreSQL - cucrema ynpaiieHust 0a3amMu TaHHBIX;

- Java Runtime Environment (JRE) - cpena BeinonHenust Java-npuiioxKeHun.

I[Ipumeuanue - Tomcat 10 He momnepxusaercs. Ha Ubuntu 24.04 mis noctynmHocTu

nakera tomcat9 HeoO6X0IMMO MOJKIIYHUTH perosutopuii Ubuntu Jammy (cwm. m. 3.1).

H3m.| JIuct

No nokym.
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223.lna  ycTaHOBKM C  HcHojb3oBaHueM  Docker-koHTeiiHepa
nonoysiHUTENbHO TpedyeTrcss Docker Engine u docker-compose (Bepcust |1,
ucnonHsembii (aiin /usr/local/bin/docker-compose).
2.3. TpeOGoBaHusi K ceTH U MOPTAM
2.3.1. lns xoppektHOoU padoThl CY Ha cepBepe AOKHBI ObITh OTKPBITHI

MOPTHI, IEPEYUCIICHHbIE B TabnuIe 2.2.

Ta6muma 2.2 - Tpebyembie ceteBbie mopThl CY
[TpoTokon/mopt Hasznauenue O0s13aTeIbHOCTD
TCP/443 HTTPS-noctyn k Be6-nanenu (1Mo yMOJTYAHHIO) O0s3aTenbHbIN
UDP/443 Wuunnmanusanus arenTa rnpu perucrpanuu no QR-xkoxy | OO0s3aTenbHbII
TCP/8080 HTTP-noctyn x BeO-mmaHenu (1o yMOJITYaHHIO) OO0s13aTeNbHBIN
TCP/9090 JlokanbHbIH cepBep KapT (tileserver), mpu HaITU4UU OnuroHanbHbINA
TCP/31000 |MQTT-6poxep (o ymomuanuto 31000) OnuroHanbHbINA

[Ipumeuanue - [Ipu wucnons3oBanun HTTP (6e3 HTTPS) BMecto mnopra 443

ucnonb3yercs nopt 8080.

W3m.| Jlucr | No mokym. Iloan. | Jara
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IIPOMBIIIEHHOM 3KCIUTyaTalliy Ha BbIIEJIEHHOM CEpPBEpE.

3.1. IloaroroBka onepanmuoOHHOM CHCTEMBI

3.1.1. lna Debian 12 (Bookworm) HeoOxoaumo a00aBUTh PENO3UTOPUIA

Bullseye ¢ nensto nomyuenus nakera Tomcat 9:

echo "deb http://deb.debian.org/debian bullseye main"

/etc/apt/sources.list.d/bullseye.list

sudo tee /etc/apt/preferences.d/bullseye-pin <<EOF

Package: *

Pin: release n=bullseye
Pin-Priority: 100
Package: tomcat9*

Pin: release n=bullseye
Pin-Priority: 990

EOF

sudo apt update

3.1.2. s Ubuntu 24.04 He06X01uMO BpEMEHHO MOJKIIOUNUTH PEMO3UTOPUI

Jammy:

sudo nano /etc/apt/sources.list.d/jammy.list

J1o0aBUTH CTPOKY:

deb [arch=amd64] http://archive.ubuntu.com/ubuntu jammy main universe

sudo apt update

[Ipumeuanue - [locne 3aBepuienus yctaHoBku CY cienyeT yaauuTh (hailst perno3uTopust

1 00HOBUTH UHEKCH: sudo rm /etc/apt/sources.list.d/jammy.list && sudo apt update.

H3m.

Jluct

No nokym.

TTonm.
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3.1.3. Y6enutncs, uto aiin /etc/apt/sources.list comep>KUT KOpPpPEKTHBIE

CTPOKH JIJIsl UcnoJib3yemoro nuctpudyrtusa. [Ipumep ansa Debian 11:

deb https://deb.debian.org/debian bullseye main contrib non-free non-free-
firmware

deb-src https://deb.debian.org/debian bullseye main non-free-firmware

deb https://security.debian.org/debian-security bullseye-security main non-
free-firmware
deb-src https://security.debian.org/debian-security bullseye-security main

non-free-firmware

deb https://deb.debian.org/debian bullseye-updates main non-free-firmware

deb-src https://deb.debian.org/debian bullseye-updates main non-free-firmware

3.2. IHoaxkao4yeHue Perno3uTOPUs U YCTAHOBKA MaKeTa
3.2.1. Cnoco6 1. YcraHoBKa BHYTPEHHETO PEMO3UTOPUS OpTaHU3auu (Tpu

HaJIMYUU COOCTBEHHOI'O PETMO3UTOPUS B OpTaHU3ALINH ):

sudo wget -0 /etc/apt/trusted.gpg.d/okomdm.gpg http://repo-ip-
addr/deb/public.key

echo "deb [signed-by=/etc/apt/trusted.gpg.d/okomdm.gpg] http://repo-ip-
addr/deb bullseye main" | sudo tee /etc/apt/sources.list.d/okomdm.list

sudo apt-get update && sudo apt-get install oko-mdm-server -y

3.2.2. Cnoco0 2. YcranoBka u3 3arpyeHHoro deb-nakera:

sudo apt-get install -y ./oko-mdm-server 6.0.0 amdé64.deb

I[IpumeuaHue - AkTyanbHoe UM (Qailla makera U KOHTPOJbHYIO CyMMY HE00XOJIUMO

YTOUYHATH Yy pa3padoruuka CV.

W3m.| Jlucr | No mokym. Iloan. | Jara
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3.3. HHTepaKkTHBHBII MACTeP YCTAHOBKHU

3.3.1. B mporuecce

YCTAaHOBKH

3allyCTUTCA I/IHTepaKTI/IBHHﬁ

Mmacrep,

IIOCJIACA0BATCIIbHO 3anpamHBa10mHﬁ mapaMeTpbl CHUCTCMBI. Omnuncanue 3aIIpoOCOB

npuBeIcHO B Tabmuie 3.1.

Tabnuua 3.1 - [lapameTpbl HHTEPAKTUBHOTO MacTepa ycraHoBku CY

3anpoc Macrepa

Omnucanue

IIpumep 3HaueHuA

Enter password for omdm user

[Tapose ams mob30BaTENs
0a3bl JaHHBIX (BBOAMMBIE
CHMBOJIBI HE 0TOOpaXKaIOTCA)

[Ipon3BOabHBIN HAIEKHBIN
napoJb

SI3BIK JUISA 00BEKTOB CHCTEMBI

SI3pIK HaYaIbHBIX
KOH(uryparuii 1 madI0HOB

ru

Anpec cepBepa 6a3bl JaHHBIX

Xocr cepsepa PostgreSQL

localhost (o ymomuanuto)

[TopT Ga3bl JaHHBIX

HOpT JJIA ITIOAKJIFOYCHHU S K

5432 (1o yMoJT4aHHIO)

IIaHCIN

PostgreSQL
[Tonb3oBarens 6a3bl JAHHBIX Mwis nosw308atess omdm
A PostgreSQL
Pabouast manka Tomcat 9 Kopnesoii karamor Tomcat /var/lib/tomcat9
K
[Tanka a1 cKpUNTOB araior Ui /opt/omdm
BCIIOMOTaTeNbHBIX CKPUITOB
IT -
[Tpotokon (http/https) POTOKOII 0CTYNIA K BEO http v https

Anpec wi DNS-ums
BeO-I1aHenu

[P-agpec nunu noMeHHOE UMS
cepBepa B CETH

192.168.1.100 umu
mdm.example.com

[Topt BeG-nanenun

[Topt, Ha kKOTOpPOM OyneT
pabotarh Tomcat

8080 (http) wm 8443 (https)

[IyTe x moprany

KoOHTEKCTHBIN ITyTh
(ROOT- kopHEBOI YpOBEHb)

ROOT

Hacrpoiika SMTP nnst
BOCCTAaHOBJIEHHS

ITapameTpsl TOYTOBOTO
cepBepa i OTIPABKU
YBEJIOMJICHUI

n (ecnu He TpedyeTcs)

3.3.2. Ilocne BBOAA BCEX MapameTPOB MHTEPAKTHBHBIA MACTEp MPEMJIOKHUT

MOJITBEPINTh HACTpOoWKH. [Ipw corimacum ciegyer Haxarb «Y» WU JOXKIAThCA

3aBCPIICHHUA YCTAaHOBKH.

3.3.3. Ecnu BwIOpano DNS-uwms,

MAacTep HWHTEPAKTUBHBIA TMPEIITIOKUT

aBTOMATHUYeCKH ycTaHOBUTH SSL-cepTudukar uepes cepsuc Let's Encrypt. lannas

(GyHKLIHSI BO3MOKHA TOJIBKO P YCIIOBUH, YTO CEPBEP INOCTYyNEH U3 cetu HTepHeT

1o ykazanHomy DNS-umenu. st BHyTpEeHHUX CETEHN CIEAYET OTKA3aThCs OT ATOIO

1ara ¥ yCTaHOBHUTH CEPTU(UKAT BPYUHYIO.

H3m.

Jluct TTonm.

No nokym.

Jlata
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3.4. IIpoBepka paGoTOCIOCOOHOCTH MOCJIE YCTAHOBKH
3.4.1. Ilocne 3aBepiieHUs] YCTAHOBKH IPOBEPUTH PabOTOCTIOCOOHOCTH

BEO-ITAHEIIN:

# IIpoBepka craTyca cepBuca Tomcat

journalctl -u tomcat9.service

# OrTkpoThs B Opaysepe

http://<ampec cepsepa>:8080

JlomxkHa oToOpa3uThes cTpanunia apropuzanuu CVY. YuerHble JaHHBIE MO
yMoJluaHuio: JIoruH admin, mapons admin. Ilapons HEOOXOIMMO CMEHHUTH
HEMEJJIEHHO ITOCJIE MEPBOTr0O BXOAA.

3.4.2. Caenatb peszepBHyto koo XML-koHpurypanuu Tomcat:

cp /var/lib/tomcat9/conf/Catalina/localhost/ROOT.xml
/var/lib/tomcat9/conf/Catalina/localhost/ROOT.xml~

[Ipumeuanue - B Tomcat 9 cymecTtByet npodiema, mpu kotopoir XML-koHbuUTypanus
MOJKET ObITh ynaneHna npu ooHosineHuu WAR-daiina. PezepBHas konus npeaoTBpaiiaeT noTepro

HACTPOEK MOJKIIOYCHHS K 0a3e JaHHBIX.

W3m.| Jlucr | No mokym. Iloan. | Jara
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4. YCTAHOBKA CEPBEPHOM YACTH C
UCIOJb30BAHUEM DOCKER-KOHTEVMHEPA

JlaHHBIN cIOCO0 yCTaHOBKHU TMpeAHa3HayeH 11l pa3BepThiBanus CY B cpene
koHTeHepuzaluu Docker. KonTelinep BkIIo4aeT Bce HEOOXOAMMBIE KOMIIOHEHTBI
(Tomcat, PostgreSQL, tileserver-gl) u ympammsieTcss ¢ moMoIisi0 supervisord.
JlaHHbI croco® pekoMeHayeTcsl Juisi OBICTPOro pa3BepThIBAHUA W TEpPEeHOCa
CUCTEMBI MKy CpelamMHu.

4.1. YcraHoBKa 3aBHCHMOCTeil

4.1.1. JInss yCTaHOBKHM 3aBUCUMOCTEH CIIETyeT TEPEKIIOUUTHCS B PEXKUM

CYNEPHOJIb30BaTENS U YCTAHOBUTH HEOOXOUMBIE TTAKEThI:

su
apt-get update
apt-get install -y sudo wget docker docker.io curl jg

4.2. 3arpy3ka M pacnakoBKa JMCTPUOyTHBA
4.2.1. lns 3arpy3Kd M pPAcMakOBKH JUCTpUOYTHBA CIEAYEeT MEpeHTH B
KaTaJor /opt ¥ 3arpy3uTh apXUB C HOCUTENS, cojiepxkaniero (aitnbl kourerinepa CV:

cd /opt
cp /mnt/USB/oko-mdm-files-mfa.tar.gz ./
cp /mnt/USB/oko-mdm-files-mfa.tar.gz.sha256sum ./

4.2.2. ITpoBepUTH KOHTPOJBHYIO CYMMY apXHBa:

sha256sum -c ./oko-mdm-files-mfa.tar.gz.sha256sum

4.2.3. Oxunaemslil pe3yJibTar:

oko-mdm-files-mfa.tar.gz: OK
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4.2.4. PaciakoBaTh apXuB:

tar -xf ./oko-mdm-files-mfa.tar.gz

cd OKOMDM FILES

4.2.5. CTpykTypa qucTpuOyTHBa MOCIE PACITIAKOBKU:

OKOMDM FILES/

F—— change-settings.sh # MacTep HaCTPOMKM KOHOUI'ypaLUM
F—— change-settings.en.sh # MacTep HaACTpPOMKM (aHTJIMMCKAass Bepcus)
F—— run.sh # CKpuIT 3amnycka KOHTelHepa

F—— docker-image/

| L — oko-aio.tar # obBpas koHTelHepa

— okomdm-data/

| F—— apk/ # APK-daine arenHTorB (launcher, kiosk m mp.)
| F—— crt/ # nanka nmusa ceprtudémraTon TLS

| F—— install-config.json # xoudurypaums ycraHoBxu CY

| F—— oko-mdm-server *.deb # makeT cepBepHOM YacTu

| L — seed-data/ # HauaJibHBEIE OaHHBE BJ]

F—— tileserver-data/ # IaHHLIE KapTOTpadMueckoro cepBepa
| F—— config.json

| F—— fonts/

| — mbtiles/

| L— styles/

L— version.info # mubopmaums o Bepcumu

4.3. Hacrpoiika koHGUrypauuu

4.3.1. Ins HACTpOWKHM MapaMeTpoOB 3aIlyCKa BBIMNOJHUTH CKPUIT-MACTEDP U3

katanora OKOMDM FILES:

./change-settings.sh

4.3.2. CKpuIIT NOCIIEIOBATEIBHO 3AMPAIIUBAET MAPAMETPbI, IEPEUNUCIICHHbBIC

B Tabmuue 4.1.
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Tabmuma 4.1 - IlapameTpsl MmacTepa HacTpoiiku KoHTelHepa CY

[TapameTp

Onucanue

[Ipumep 3HaueHUs

Tun onepaunu

none - 0e3 U3MCHEHHIA;
update - oOHOBIIEHHE C
coxpaHeHueM 0a3 JIaHHBIX;
reinstall - mepeycranoBka ¢
OYMCTKOM 0a3 JaHHBIX

none

AJipec naHenu

[P-anpec nnu DNS-ums
cepBepa

192.168.0.100 mnu
mdm.example.com

[Topt manenu (Tomcat)

BuyTpennuii mopt Tomcat
BHYTPHU KOHTEHHEPA

8080

[Topt kapr (tileserver)

[Topt xapTorpaduueckoro
cepsepa

9090

[TyOnu4HbIi TOPT MaHeIH

Buewnuii noptr B URL (1ipu
HIPOKCUPOBAHUU MOXKET
OTJIMYATHCS OT BHYTPEHHETO)

443 (https) nu 8080 (http)

[1yOnuuHbIi OPT KapT

Buemrnwmii moprt tileserver B
URL

9090

[IpoTokoi nanenu

http unu https

https

TILESERVER PUBLIC URL

[Tonuebiit nyoauunsiii URL
KapTorpagpuueckoro cepepa

https://mdm.example.com/tiles
erver

Bepcnﬂ YCTaHaBJIMBAEMOT' O

CHapy>X (TOJIBKO JIJIsi
OTJIAJKH)

Bepcus CY deb-naxera 6.0.21

Bepcus arenra Bepcus APK-daiina arenra 7.0.8
0 - PostgreSQL 3akpsiT;

DEBUG_MODE 1 - PostgreSQL noctynen 0

Kitou MapTiler

Kirou API
KapTorpaguueckoro ceppuca
(TIpM MCTIONTF30BAHNUHU OHJIAKH-
KapT)

ko4 u3 cloud.maptiler.com

PexxuMm TeHaHT

single - oHa opraHu3anus;
multi - MyJIbTUTEHAaHTHBIN
PEKUM

single wm multi

H3m.
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4.3.3. IIpumep nactpoiiku aiigs HTTP-goctyna no IP-anpecy:

./change-settings.sh

# OTBeTHl Ha BOIPOCH MacTepa:

Tun omnepaumMm: none

Anpec maHesm: 192.168.0.100

[lopT naHenu (Tomcat): 8080

y®nuuHEM nopT naHenu (njas URL) : 8080
[IpoTokos maHenm: http

Ny6manunent URL kapT: http://192.168.0.100:9090

PexyM TeHaHT: single

4.3.4. IIpumep Hactporiku miia HTTPS-noctyna no DNS-umenu:

./change-settings.sh

# OTBeTHl Ha BOIPOCHE MacTepa:

Tyn onepauum: none

Apnpec naHenm: mdm.example.com

llopT naxnenm (Tomcat): 8080

[Iy6nmuHe nopT naHeym (mis URL) : 443

[IpoTokoOJ maHenm: https

Ny6manunes URL kapT: https://mdm.example.com/tileserver

PexuMm TeHaHT: single

4.3.5. Pe3ynbpTaToM paboThl CKPHUIITA SIBIIsIETCS 0OHOBIEHHBIH (haitn okomdm-
data/install-config.json. PekomeHayeTCss TPOBEPUTH €ro COACPKUMOE Tepe.
3aIlyCKOM KOHTENHEpA.

4.4. Ycranoska ceprupuxaros HTTPS

4.4.1. Ins pa6otsl mo npotokosry HTTPS Heobxoarmo momecTuTs (haitsisl
ceprudukara B katasior OKOMDM FILES/okomdm-data/crt/:

- fullchain.pem - nenouxa cepTudukaros;

- privkey.pem - 3aKpBITBHIN KITIOY.

4.4.2. CeptudukaTsl CIIeIyeT TOJIYYUTh B YIIOJIHOMOYEHHOM

YIOCTOBEPSIOIIEM IIEHTPE U MepeiaTh B yKa3aHHbIM Katayor. [Ipu ucnoias30BaHun
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ceprudukaroB Let's Encrypt nomyckaercss mnpUMEHEHHE BCIOMOTATEIHHOTO

ckpunta OKOMDM _FILES/okomdm-data/crt/letsencrypt-pem.sh:

sudo ./okomdm-data/crt/letsencrypt-pem.sh

4.4.3. CKpUIIT TOCJIEI0BATEIBHO 3aIPAILBAECT:

- JIOMEHHOE MMsI (MJIH HECKOJIBKO Yepe3 3aIiTyIo);

- aJipec 3JIEKTPOHHOM MOoYTHI il peructpaunu B Let's Encrypt;

- cnoco0 mpoBepku JjgoMmeHa: standalone (3amyckaer  BpeMEHHBIN

HTTP-cepBep, nopt 80 nomkeH ObITH cBOOOIEH) Uil webroot.

[Ipumeuanue - Ilomyuenune ceprudukara Let's Encrypt BO3MOXXHO TOJBKO TIpU
YCIIOBUH, YTO CEpPBEP AOCTYIEH U3 ceTu MHTepHeT no ykazanHoMy DNS-umenu. [{inst BHyTpeHHUX
3aKpBITBIX CeTel HEOOXOAMMO HCIOJIb30BaTh CEPTU(UKATHI COOCTBEHHOTO YJIOCTOBEPSIOLIETO

HEHTpa.

4.4.4. Hecrannaptaele uMeHa (ailJioB cepTU(PUKATOB 3aJal0TCS dYepes

nepeMeHHbIe OKpykeHus B install-config.json:

"OKO TLS CERT": "mmsa odarina fullchain.pem",

"OKO TLS KEY": "mma oanna privkey.pem"

4.5. 3amnyck KOHTeliHepa U MPOBepKa

4.5.1. 3amycTuTh KOHTENHED:

./run.sh

Ha 3anpoc o criocobe 3arpy3ku oOpasa ykazaTh | (JJOkaabHO) U BBECTH TYTh:

./docker-image/oko-aio.tar

4.5.2. ITpoBepUTh COCTOSIHME KOHTEHHEpA:

docker ps

[Tocne 3anmycka (uepe3 2-3 MUHYThI) KOHTEHHEp 10JIKEH NEPEUTH B COCTOSTHUE:

STATUS: healthy
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4.5.3. IIpoBepuTh JOCTYIMHOCTH BEO-TTaHENN M KapTOrpaduieckoro cepepa:

curl -s -o /dev/null -w '${http code}' http://<ampec>:8080/ # oxmpmaercsa: 200
curl -s -o /dev/null -w '%{http code}' http://<ampec>:9090/ # oxumaercs: 200

[Ipumeuanue - Bece mapameTpsl HACTPOUKH (aapec, NOPThI, PEKUM) MOKHO MU3MEHUTD
0e3 mepecOopku o0pasa, ML ITOrO JOCTAaTOYHO OOHOBUTH install-config.json uepe3 change-
settings.sh, ycranoButsh install type = update u mepesamycTuTh KoHTEWHEp KomaHaou: docker-

compose up -d.
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5. HACTPOMKA HTTPS 1151 BEB-TIAHEJIA B
DOCKER-KOHTEMHEPE

5.1. Bxmouenne HTTPS B koHTEIHEPHOM OKpPYKEHHUH
5.1.1. Onsa Bxmouenus HTTPS B koHTeMHEpPHOM OKpYXEHUU HEOOXOIUMO
BBITIOJIHUTD CIIEAYIOLIYIO ITOCIEA0BATEIbHOCTD JEUCTBUM:

1) Ilomecturs daiinsl ceprudurkaTa B KaTajaor:

OKOMDM FILES/okomdm-data/crt/fullchain.pem
OKOMDM FILES/okomdm-data/crt/privkey.pem

2)  3amycTuTh MacTep HACTPOMKHU U yKa3zaTh npoTokos HTTPS:

./change-settings.sh

# IpuMmep OTBETOB:

Anpec naHenu: your.domain.example
[MopT nanesu (Tomcat): 8080

IyOnmuHely nopT oaHenu (mnus URL) : 443

[IpoTokos maHenm: https

3)  3amycTUTh KOHTEHHED:

./run.sh

5.1.2. Ecnu ceptudukat koppektHsiii, DNS HacTpoeH npaBuibHO U opT 443

OTKPHBIT Ha (paliepBoJuie, BeO-naHe b OyIeT JOCTYIHA 0 aJpecy:

https://your.domain.example

5.1.3.[Ipu wucnosb3oBaHuu OOpaTHOTO TPOKCH (HampuMmep, nginx):
BHyTpeHHU 1opT Tomcat 3agaercs mnapamerpom OKO HTTP PORT, a
nyonuynsiii mopt B URL - mapamerpom OKO HTTP PUBLIC PORT. Hanpuwmep,

Tomcat cirymaer 8080, a nginx nmpoGpaceiBaeT 443:

"OKO HTTP PORT": "8080",
"OKO HTTP PUBLIC PORT": "443",
"OKO PROTOCOL": "https"
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6. HACTPOMKA JIOKAJIBHOI'O CEPBEPA KAPTOT'PA®UU

CY nonnepxuBaer 0TOOpaKEHUE MECTOIOIOKEHUSI MOOMIIBHBIX YCTPOMCTB
Ha kapte. Ilpu orcyrcTBuM nocTyma K ceTd VHTepHET Wiu Mo COOOpaKeHHSIM
0€30IaCHOCTH MOKET OBITh Pa3BEPHYT JIOKAJIBHBIA KapTorpapuuecKkuil cepsep
(tileserver-gl). CepBep 3amyckaercs B otaenbHOM Docker-koHTelHepe.

6.1. YcTraHOBKa M NEPBOHAYAIbHBIN 3aIIyCK

6.1.1. Ha 1ieneBoM cepBepe BBIMOJHUTD CJICIYIOINE KOMaH/IbI:

sudo su

cd /opt

# B3arpys3uTh apxXMB C OAHHEIMU KapTOoTpadmm (May OOCTABUTH MHEIM CIIOCOOOM)
axel -n 20 http://repo-ip-arrd/deb/tileserver-data-last.tar.gz

tar -xf ./tileserver-data-last.tar.gz

# YcraHoBuTh Docker (ecyiy He YCTaAaHOBJIEH)

sudo apt-get install -y docker docker.io

6.1.2. B ¢aiinax kondurypauuu 3aMeHUTh aJpec cepBepa Ha PaKTUUECKHIA:

- /opt/tileserver-data/styles/osm-liberty/style.json;

- /opt/tileserver-data/config.json.

3ameHuth cTpoky https://okomdm.byterg.ru:9090/ nHa dakruueckuil ampec
cepBepa, Hampumep http://192.168.0.101:9090 umu https://mdm.example.com:9090.

6.1.3. 3arpy3uth 00pa3 KOHTEHHEpa U BBITIOJIHUTH TECTOBBIN 3aITyCK:

sudo docker load -i /opt/tileserver-data/docker-image/tileserver-gl-

image.tar

# YKABATH ®AKTUUECKMM IOPT (o yMosdaHmio 9090)
docker run --rm -it -p 9090:8080 -v /opt/tileserver-data:/data
localhost/byterg/tileserver-gl-byterg:v2

[Tocne mpoBepku BoINTH U3 KOHTElHHEpa (Ctrl+C).
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6.2. Hacrpoiika aBTO3amycKa B BUJAe CHCTEMHOI0 CepBHCa

6.2.1. Co3natsb aiin systemd-cepBuca:

nano /etc/systemd/system/tile-server-gl.service

Conepxumoe daiina:

[Unit]

Description=TileServer-GL Container (Docker)
After=network-online.target docker.service
Wants=network-online.target docker.service

Requires=docker.service

[Service]
Type=simple
# YkazarTe ¥MMs ¥ TpPyNNy [OJb30BAaTENS, OT MMEHM KOTOPOTO 3amnyckaercsa Docker
User=user
Group=user
SupplementaryGroups=docker
Restart=on-failure
RestartSec=5s
ExecStartPre=-/usr/bin/docker rm -f tile-server-gl
ExecStart=/usr/bin/docker run \
--name tile-server-gl \
--publish 9090:8080 \
--volume /opt/tileserver-data:/data \
--entrypoint=/usr/src/app/docker-entrypoint.sh \
--log-driver=journald \
localhost/byterg/tileserver-gl-byterg:v2
ExecStop=/usr/bin/docker stop -t 10 tile-server-gl
TimeoutStopSec=30
KillMode=none

TimeoutStartSec=0

[Install]

WantedBy=multi-user.target default.target
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6.2.2. AKTUBHAPOBATH U 3aITyCTUTh CEPBHUC:

sudo systemctl daemon-reload
sudo systemctl enable tile-server-gl.service

systemctl start tile-server-gl.service

# IMpoBepuThs CcTaTyC

systemctl status tile-server-gl.service

I[Ipumeuanue - Ecnu ucnonb3yercs nopr, omiuuHbli oT 9090, 3amMeHUTH 3HaueHHE
--publish N:8080 Ha ¢axkTrueckuit Homep noprta. TOT ke MOPT AOKEH OBITh YKa3aH B HACTPOMKaxX

BeO-nmanenu CVY.
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7. HAYAJIBHASI HACTPOMKA CY ITOCJIE YCTAHOBKH

7.1. IlepBblii BX0X B BeO-NIaHe b
7.1.1. Ilocne ycnemHoi yCTaHOBKM OTKPBITH B Opay3epe aapec BeO-maHemnu.
Hampumep:

http://192.168.0.100:8080
https://mdm.example.com

7.1.2. BBeCTH y4eTHBIE TaHHBIE [0 YMOJIYAHHUIO:

- Jlorun: admin

- Ilaposb: admin

7.1.3. Ilocne mepBOro BXoaa CMEHUTh NApOJb aJMUHUCTPATOPA, BBIIIOJIHUB
CJIEIyIOIME IEUCTBUS: HAXKATh HA UM MOJIb30BATENS B IIPABOM BEPXHEM yIIIy —
«IIpo¢une» — 3a7aTh HOBBIN MAPOJIb.

7.1.4. IlpoBeputh s3bIk uHTEp(deiica B HacTpoiikax mpoduid. [lpu
HEO0OXOIMMOCTH CMEHUTDh Ha PYCCKHUI SI3BIK.

7.2. llepBoHayajibHAsi HACTPOWKa KOHGUIrypauMd MOOWIbHBIX
YCTPOUCTB

7.2.1. Ilepetitu B paznen «Kondurypauum» u co3nath KOHQUTYpaLUO st
yHpPaBIsieMbIX MOOMIIBHBIX YCTPOMCTB, BHIIIOJHUB CIIEIYIOIINE JCHCTBUS:

- Haxatb  «Jlo6aButh» wnm  «KioHupoBaTh» W3 CTaHIAPTHOU
KOH(Urypauuu;

- 3a/aTh Ha3BaHUE KOHPUTYpALHH;

- B pasnene «Hactpoitku MJIM» BweiOpats APK-daiin arenta (MDM-
MPUJIOKEHHE);

- HACTPOUTh  CHOUCOK  pPa3pellieHHBIX  NPWIOXKEHUH,  MapaMeTpsl
0€301acHOCTH, BHEIITHUHN BUJT pabOYEro CToJIa;

- HaxaTb «COXpaHUTbHY.
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7.2.2. [IpoBepuTh TOTOBHOCTh KOH(MUTYpallUU, BBIMOJIHUB CJEAYIOIINE
nercTBus: HaxaTh KHONKY «QR-kom» B crombue neiictBuii. Ecnmu QR-kon
oTOOpakaeTcs - KOH(GUTYpaIrs TOTOBA K MPUMEHECHHIO.

[Ipumeuanue - Ecmm QR-xox He otoOpakaercsi, yOemMThCS, YTO B KOH(HUTyparuu
KOPPEeKTHO ykazaHo M/IM-mpuioxeHue (areHT) W 3TO MPUJIOKEHHUE 3arpy’KeHO B CHUCTEMY
(paznen «lIpunoxenusn»).

7.3. ¥YnpasJ/ieHHe N0Jb30BATEJISIMHA U POJIAMU

7.3.1. Ina co3manus JONMOJHUTENBHBIX YUETHBIX 3alIMCEU MEPEUTH B pa3aei
«Hactpoiiku» — «Ilonap3oBaTenn» 1 HaXaTh «J{00aBUTHY.

7.3.2. B CY npeaycMOTpeHbI CIEIYIONINE YPOBHU JOCTYMA!

- admin - monHBIA AOCTYN KO BCEM (DYHKLHSIM CUCTEMBI;

- USEer - OTPAaHUYECHHBIN TOCTYIl B COOTBETCTBUM C HACTPOCHHBIMH ITPABaMU;

- observer - 1O0CTYII TOJIBKO ISl IPOCMOTPA;

- superadmin - cymnepaMUHUCTPATOpP [JIsi MYJIbTUTEHAHTHOTO pEXHMa
(axTUBHpYETCS TOJIBKO MpH enable.superadmin = true).

7.3.3. B mynpTUTEHAaHTHOM pexume (multi-tenant) BxoJ ¢ posbio superadmin

JOJDKEH OBITh SIBHO paspenieH B koHurypanuu. s Docker-konTeitnepa: 3aaath

OKO ENABLE SUPERADMIN = 1 B install-config.json.

[Ipumeuanue - [{ns 6e30macHOCTH PEKOMEHAYETCSl HE aKTUBUPOBaTh superadmin B

single-tenant oKpyXeHHSIX U CMEHUTh CTaHAAPTHBIE yUETHBIE JJaHHBIE TIOCTIE YCTAHOBKHU.
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8. YCTAHOBKA ATEHTA CY HA MOBWJIBHOE
YCTPOUCTBO

Arenr CY (Android APK) ycranaBnuBaeTcsi HEMOCPEICTBEHHO Ha
ynpasisemMoe MoOuiibHOE ycTpoiicTBo. [locne yCTaHOBKM U perucrpanuu
MOOUJIBHOE YCTPOMCTBO CTAHOBUTCS TOCTYMHBIM JJIsi YIIpPaBICHUS 4Yepe3 BeO-
nanenb. [logaepKuBaroTcs 1Ba OCHOBHBIX CIIOC00a YCTaHOBKH.

8.1. Pyunas ycranoBka APK

8.1.1. Pyynas ycTaHOBKa NIPUMEHSAETCS NPHU OTCYTCTBUH BO3MOKHOCTH
ucrnonb3oBaTh QR-kon (Hampumep, Ha Android 4.0-6.x ¢ orpaHM4eHHBIMU
BO3MOXXHOCTSIMU). [Topsiok AericTBUiA:

- TMOJKIIOYUTH MOOWJIBHOE YCTPOMCTBO K MEPCOHAIIBHOMY KOMIIBIOTEPY C
romonisio USB-kabens;

- Ha MOOWJIBHOM YCTPOHCTBE BKJIIOUUTH pexum «llepemaya ¢aiinos»
(BMECTO pekuMa 3apsiikm);

- ckavyath APK-¢aiin arenrta ¢ Be6-nanenmu CVY (pazgen «llpuinoxeHus,
kHomka «Ckauate APK»);

- ckonupoBath APK-daiin B manky «3arpy3kun» (Downloads) Ha MmoOuisHOM
YCTPOMCTBE;

- Ha MOOUJILHOM YCTPOMCTBE OTKPBIThH MpUIoKeHne «Paitibl» U 3ayCTUTh
ckauanHbiii APK-daiin;

- Haxatb «HacTtpolikm» — nepexitounth (aar «Pa3pemmrs ycTaHOBKY U3
ATOTO UCTOYHUKA» — HAXKaTh «Y CTAHOBUTHY;

- TIOCJE€ YCTaHOBKH HaxaTh «OTKPBITH» — «IIpOoAOIKUTEY;

- BbIOpaTh «AKTHUBHpPOBaThH JTO NPUIIOKEHHE AJIMHHHCTPATOpa»y —>
«IIpoIomKHUTEY;

- aKTUBUPOBATh paspeluieHue «YmupasieHHe BceMH (aimaMu» — MeperTu

Ha3aJ;

W3m.| Jlucr | No mokym. Iloan. | Jara




26
RU.BPYA.00065-01 34 01

- mnpenoctaBuTh paspemieHus: «lloka3piBaTh yBegomueHus», «lloBepx
JIPYTUX MPUIOKEHUW», «byaunbHUK ¥ HanoMuHaHUs», «3MEHUTH CUCTEMHbIE
HACTPOUKN», «MeCTOIOoI0KEeHNE - IPH JII000M pexknumMe», «Kamepay;

- B HACTpoMKax areHta 3aaarh «l naBHoe npuinoxenue - MDM-areHr»;

- Haxatbh KHONKY «QR-K01» U BBIMOIHUTH mIaru mi. 8.2.3, 8.2.4.

8.2. Y¥YcranoBka uepe3 QR-kox (pexoMeHayeMblil c110c00)

8.2.1. YcranoBka uepe3 QR-koj sBISIETCS pEKOMEHIYEMBIM CIIOCOOOM ISt
MOOWMIIBHBIX yCTpoicTB Ha Android 7.0 1 BeIIe. TOT METO 00ECTICUMBAET TTOJTHBIN
dbynkmonan ynpasienus (pexum «Device Owner») 06e3 pyuHOil HACTPONKHU MIPaB.

8.2.2. [lepen ycranoBkoit uepe3 QR-koxa cienyeT moAroTOBUTH MOOMIIbHOE
YCTPOMCTBO, BBITIOJHUB CIEAYIOIINE AEHCTBUA:

- yOenuThCs, 4YTO MOOWIIBHOE YCTPONCTBO 3apsyKEHO HE MEHEee 4YeM Ha
20 IpoILICHTOB;

- BBINOJIHUTH COPOC K 3aBOJICKMM HACTpOMKaM (€ciii MOOMIIBHOE YCTPOHUCTBO
paHee HCMOJIb30BAJIOCh) WJIM HKCIIOIb30BaTh HOBOE MOOMIIBHOE YCTPOWCTBO Ha
AKpaHE MPUBETCTBUS;

- Ha DKpaHE MPUBETCTBUA HaxaTrhb / pa3 mo Tekcty «llpuBer» (umm
AHAJIOTUYHOMY JJIEMEHTY) - OTKpPOETCS CKpBIThIA HHTEep(deiic yCTaHOBKHU
agMuHucTparopa yepe3 QR-kog.

8.2.3. B BebO-manenmu CY co3marh Wid BbIOpAaTh MOOMIIBHOE YCTPOMCTBO,
BBITIOJTHUB CIICTYIOIINE ICUCTBUS:

- TEPEUTH B pa3leil «Y CTPOUCTBAY;

- Haxatb «/{00aBUTHY» - BBECTH YHUKAIBHBIA UACHTU(HUKATOP MOOUIHLHOTO
ycTpoiicTBa (Hanpumep, device001);

- BBIOpaTh KOHGUTYpaIUIo (HapuMep, « Y IpaBIsieMblil TayHIEep»);

- HaxaTb «COXpaHUTbHY;

- HaxaTh KHOMKY «QR-kom» B cTONOIE JEUCTBUU [JIsi CO3AaHHOTO

MOOHUIIBHOTO YCTpPOICTBA.
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8.2.4. Ha ymnpaBnsieMoM MOOUJIBHOM YCTPOIMCTBE HABECTH KaMmMepy Ha
otoOpaxeHnHbiii QR-xo:

- mpu 3ampoce HacTpoku Wi-Fi - mOAKITIOUYNTS MOOMIIBHOE YCTPOUCTBO K

CETH;
- TPOU30MJIET aBTOMATHUUYECKasl 3arpy3Ka U YCTAaHOBKA IJIATMHOB areHTa;
- Ha KaXJbI 3alpoc yCTAaHOBKM IUIATMHA HaXaTh «YCTAaHOBHUTHY», 3aTEM
«l"'oToBOY;

- 10 3aBEPIICHUHM YCTAaHOBKM Ha MOOWIIBHOM YCTPOWCTBE OTOOpa3HTCS
pabouunii CTOJI, HACTPOCHHBIN B BEIOPAHHON KOH(UTYpaIUU.

8.3. Hacrpoiika npaB aIMMHHCTPATOPAa MOOMJIBLHOIO YCTPOHCTBA

8.3.1. B HekoTopbIx ciyyasx (Hampumep, NpH  HUCHOJIb30BAHUU
HecTaHJapTHBIX cOopok Android) mpaBa Device Owner He yCTaHaBIMBAIOTCA
aBTOMATUYECKHU U TPEOYIOT pydHOro HazHaueHus yepe3 ADB.

8.3.2. Bxumtouuts otinaaxky no USB Ha MOOMIBHOM yCTpONCTBE:

- oTKphITh «Hactpoiikn» — «O tenedoney;

- Haxatb 10 pa3 no nmynkry «Homep cOOpku» 10 MOSABIECHUS COOOLICHMS
«BbI cTanu pazpaboTyukomy;

- BepHyThca B «Hactpoiiku» — «Cucteman — «Jlist pa3paboTuuKoB»;

- akTuBHpOBaTh NyHKT «OTnaaka no USB» — noarBepauTsk.

8.3.3. [loaktounTh MOOMIIBHOE YCTPONCTBO K MEPCOHATBHOMY KOMITBIOTEPY

¢ nomortisto USB-kabens u Beinath npaBa Device Owner uepe3 ADB:

# Y6emurhbcd, UTO YCTPOMCTBO oNpenejseTcs

adb.exe devices

# Brmmarbp npaea Device Owner arenty CVY

adb.exe shell dpm set-device-owner com.hmdm.launcher/.AdminReceiver

I[Ipumeuanue - IlpaBa Device Owner Henb3s Ha3HAuYUTh, €CIM Ha MOOMJIBHOM
YCTPOHCTBE YK€ [00aBieHBl IOJIb30BaTeNbcKkue akkayHThl (Google u apyrue). Ilepen

Ha3HA4YCHUEM IIpaB HGO6XOJII/IMO YAAJINUTB BCEC aKKaYHTBI U3 HACTPOCK.
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9. JONOJHHUTEJBHBIE OIIEPALIMHU

9.1. HWMnopr v 3KcnopT KOHGUrypauuiu

9.1.1. CY noanepxxuBaet coxpaneHue KoHpurypauuii B popmate JSON ais

IMEPCHOCA MCIXKAY CCPpBCpPpaMU UJIH PC3CPBHOI'O KOIIMPOBAHUAI.

9.1.1.1. Jlnsg skcniopTa KOH(GUTYpAIIUU BBITIOJIHATH CIEAYIOIIHNE TSHCTBHS:

nepeiity Ha BKIaaky «Kondurypammmy;
B cToJIOIE «/JlelCcTBUS» HaXKaTh KHOIMKY « DKCIIOPTY;

B JUAJIOT'OBOM OKHEC HaXaTb «COXpaHI/ITI))).

9.1.1.2. Jlna ummnopTa KOHGUTYpAIIMU BBITIOJHUTD CISAYIOIMINUE JEHCTBUSA:

nepeiity Ha BKIaaky «Kondurypammm;
Ha)kaTb KHONIKY «/IMImopT»;
BbIOpaTh JSON-(aiin koHburypanuu;

BbIOpaTh AeiicTtBue: «Co3naTe HOBYIO KOH(Urypauuo» uin «OOHOBUTh

CYIIECTBYIOIIYIO» (C BEHIOOPOM I11€JIeBOM KOH(MUTYPAITUHU U3 CITHCKA);

IPU HEOOXOJUMOCTH U3MEHUTh UMsI KOH(PUTYpaLUu;

Haxatb «IMmopT».

9.1.2. Tlocne muMmopTa TPOBEPUTH TOTOBHOCTH KOH(UTYpAIMU HaKaTUEM

KkHOMKU «QR-K01» B CTpOKE UMIIOPTUPOBAHHON KOH(PUTYpALIUH.

I[Ipumeuanue - JSON-daiin konpurypauu He conepxkut APK-daiinos npunoxxenuii u

OuMHapHBIX pecypcoB. Eciu Ha 1eneBOM cepBepe OTCYTCTBYIOT NPUJIOKEHHS, yKa3aHHBIE B

koH(urypanuu, QR-xon He Oyner orobpaxeH. Heo6xoaumo 100aBUTH MPHIIOKEHUS BPYUHYIO

qepe3 pa3aci «HpI/IJ'IO)KeHI/IH» N Ha3HAYUTH UX KOHCI)I/Il"ypaI_[I/II/I.
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9.2. [loGaBieHue (pailsioB 00HOBJIEHHII NMPOrpaMMHOIO o0ecreYeHust
MOOMJIbHBIX YCTPOMCTB
9.2.1. Insa ynpaBieHus OOHOBJIEHUSAMH NPOTPAMMHOIO OOECIEUEHHUS
MOOWIIbHBIX  ycTpoiicTB JnHEMKH «OKO» (OTA-oOHOBNEHUSI) HEOOXO0AUMO
BBITIOJIHUTD CJIEAYIOIINUE JIEHCTBUSA:

9.2.2. IloAroToBUTH (ailsibl MPOrPaMMHOTO 00ECTICUECHHUS :

# [pumep: cozmaTh Garyl KOHTPOJIBHOM CYMMHE IJIS apXMBa [IPOLMBKMU
f=./0KO-SE-13.999.999.5.0ko_tab 5 pro.ota.zip
sha256sum -- "S$f" | awk '{print $1}' > "${f}.sha256"

# I[poBepuTs conmepxmumoe ¢ariyia KOHTPOJIBHOM CyMMEI

cat "${f}.sha256"

9.2.3. 3arpy3utb (Qainbl mporpamMmmHOro ooOecrieueHusi B BeO-manens CVY,

BBIIIOJIHUB CIICAYIOIIHC I[GﬁCTBHﬂZ

IIEPEUTH Ha BKIIAJIKY «Danib»;

HaxXaThb «J100aBUTHY;

aKTUBHPOBATH TaJIKy «3arpy3ka (paitioB MpoImBoK»;

yKazaTh THI MOOMJILHOTO ycTpoiicTBa (Hanpumep, OKO Tab 5 PRO);

HaxaTh «Daitm» — BeIOpath Qaitn ZIP u daitn SHA256 onHoBpeMeHHO
(uepes <Ctrl> st MHOKECTBEHHOTO BHIOOPA);

- yOeauThcs B MOSIBJIEHUH co001IeHnsI « KOHTpoibHAsi cyMMa COBIAIaeTy;

- HaxaTb «CKONMMPOBATh HA CEPBEP» —> JI0KIAThCS 3aBEPIICHUS 3arPy3KH;

- Haxatb «CoxpaHuTh» — J0XKIaThcs hopmupoBanus ¢aitia builds.json.

9.2.4. Haznauuth 00pa3 KOHPUTYpallUH, BHITIOJHUB CJICAYIOIINE TCHUCTBUS:

- meperTh B KOHQUIypalHMi0 COOTBETCTBYIOIIETO THUMA MOOMIBHOTO
YCTPOMCTBA;

- CKOIUPOBATh CTPOKY-MyTh K (haitiry builds.json u3 nons «pyrue 3anucu

QR-koma»;
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- TMpPOBEPUTh JOCTYNHOCTh YCTAaHOBOYHOrO  (paiima  MmporpamMMHOrO
oOecrieueHus no npsiMoii cepiike (0TkpbITh URL B Opay3epe uiu BHIMOTHUTH Wget).

9.3. Perucrpanus kiao4a kaprorpagpudeckoro ceppuca MapTiler

9.3.1. Ilpu ucnons3oBanuu oHjaH-kapT MapTiler (BmecTo nOKanbHOTO
TaiJI-cepBepa) He0OX0oAMMO 3aperucTpupoBath API-kito4, BRINOIHUB CIAEAYIONMINE
JICUCTBUS:

- mepeiTu Ha optai https://cloud.maptiler.com;

- 3aperucTpUpOBATHCS WM BOMTHU B CYIIECTBYIOIIYIO YUETHYIO 3aIUCh;

- mepeiTu B pasaen https://cloud.maptiler.com/account/keys/;

- HaxaTb «New key» — co31aTh KIII0U C IOAXOASAIIUM UMEHEM;

- CKONHMPOBATH MOJTYYEHHBIN KITIOY.

9.3.2. Beectu kitou B HacTpoiku CVY:

- mpu ycraHoBke u3 deb-nmakera yka3aTe npu 3ampoce macTtepa yCTaHOBKHU
Wi 3a71aTh B (haitsie konpurypamuu Tomceat;

- mpu  ycraHoBke uepe3 Docker-koHTeliHEp  yKa3aTb  IapameTp
OKO_TILER KEY B install-config.json npu 3anycke ckpunra change-settings.sh.

9.4. OoOHoBJIcHUEe cepBepHO YacTu CY

9.4.1. Ins o6nosnenus CY, ycraHoBieHHOW u3 deb-makera, BBITOJIHUTH
CHEYIOIINE ACHCTBUS:

# [py HaIMUMM PENO3UTOPUS

sudo apt-get update && sudo apt-get upgrade oko-mdm-server

# Ipw Hammumy HOBOTO deb-naxera

sudo apt-get install ./oko-mdm-server X.Y.Z amd64.deb

# Mepesanycturs Tomcat

sudo systemctl restart tomcat?9

[Ipumeuanue - [lepen oOHOBIEHHEM CcO3[aTh PE3EPBHYI0 KOMHMIO KOH(UTYpaluu

Tomcat: cp /var/lib/tomcat9/conf/Catalina/localhost/ROOT.xml ~/ROOT.xml.bak
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9.4.2. Ins oonoBnenust CY B Docker-konTeliHepe, BBITOTHUTH CICAYIOIIHE
JEUCTBHUS:

- ckomnupoBath HOBBIN deb-maker B katamor OKOMDM_FILES/okomdm-
data/;

- B install-config.json 3amate: "install type": "update" um oOGHOBUTH MOJE
"deb" Ha MM HOBOIO ITAKETA;

- Tepe3amycTuTh KoHTeiHep komanmoi: docker-compose up -d;

- noxmatbest coobOmienmst [init] Initialization complete B xypHaie

KOHTEHUHEDPA.

[Ipumeuanue - Tun onepanuu "update" coxpanseT qaHHbIe 06a3bl JaHHBIX. JJI1 TOTHOM

NEepEeyCTaHOBKH C OUMCTKOM 0a3bl JaHHBIX UCIONB30BaTh "install type": "reinstall”.
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